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ANCKOBAA MOACUCTEMA
NPON3BOANTENBHOCTb

WUHTEPOEMNCHI

OUSUYECKUE TMAPAMETPbI
FAPAHTNA W NOAOEPHKA

YCII0BUA 3KCMIYATALUK

HTTPS, RESTful API
npaBuna Ha ocHose IP, TCP, UDP, ICMPvi,
nonb3oBaTeneit; nogaep#ka DNS-sinkhole

ceTell, CMUCKOB,

IDS (pemum SPAN) u IPS; pemuM «HYNEBOro AOBEpUS»;

DNS-6n0KMpoBKa M co3fjaHMe NpaBua HanpsMmyw u3 xypHana COB; co3spaHue
OVHAMUYEeCKUX MpaBuUi GJIOKUPOBKM HA OCHOBE pewawwymx NpaBun; co3pgaHue
wabnoHOB pewanunmx npasui

LOCTYN Ha OCHOBe poJieil; LeHTpaiu3oBaHHaa aBTopusauua (RADIUS);
HacTpanmBaemas MoJWTUMKA 06paboTKM OTKA30B ayTeHTUPMKAUMM M MNaposibHas
nonuTuKa

SNMPv2/SNMPv3, SMTP; BCTpoeHHad MOACUCTEMAa CaMOAMATHOCTUKU U KOHTpons
COCTOSHMA

802.1q, 802.1ad, LAG; 3epkanupoBaHue MnopToB

nogaepkka npoTokona VRRP; mapuwpyTusauusa (ctaTtuyveckasa, PBR, OSPF,
BGP); TpaHcnauua appecoB NAT: SNAT, DNAT, Masquerade, Twice NAT

peXuM npoKcupoBaHusa gna Tpaguka HTTP/HTTPS ;
1.2, 1.3,
pacundpoBkn Tpadnka C UCKINYEHUAMU;

pacuuppoBka Tpapuka TLS
pemuM KopHeBoro ueHTpa ceptuduxaumm (CA); npaeuna and
3arpy3Kka cepTU(MKaATOB M3 BHEWHMUX
MCTOYHUKOB

DNS, NTP, DHCP; Microsoft Active Directory; aHTMBUPYCHblE CUCTEMbI,
neco4yHuupl Ha 6a3e npoTokona ICAP; SIEM Ha 6a3e npoTokonoB SYSLOG RFC
3164, 5u2u4; Zabbix/Nagios (SNMPv2 / SNMPv3); UCY Cardinal
knactepusauusa Active / Standby; 3kcnopT HacTpoek cucTemsl

nogcucTemMa OTYeTOB C WAbGnoHamMum M BO3MOKHOCTbKW OTnpaBku no SMTP
o6HOBNEHME nporpaMMHOro obecneyeHus u 6as3pl pewawwynx npasun 4yepes
uHTepteicsl ynpaeneHusa B pexume online / offline

KYPHaNbl [OCTYMa, HACTPOEK, CUCTEeMHbX cobbiTuii, 6e30macHocTu

SSD: 2 (RAID1) + 1; o6bbem: 2U4Q + 1000 Ib

Fw 1518/512/64 6anT UDP: 66 / 64 / 54 F6ut/c*;

IPS (Enterprise Traffic Mix): 8 reut/c;

NGFW (Enterprise Traffic Mix): 8 réut/c;

3apepwka UDP 64 6aiiT L2/L3: 0,2 / 0,3 MKc*

ceccun: 48 mnH; 460 000 HoBbIX/C;

*B pemume BOOST,

2U4xRJ-U5; UxXSFP+; nopT ynpaBneHus RIUS; nopT KnacTepusauum RIUS;

IPMI RJU5; 2xUSB 2.0; 2x USB 3.0: 2; VGA (D-Sub); RS-232 (D89)
437x86x7U0 mm; 2U; 1d kr; 2 BN (Chot-swap); 220B, 50 ly; 600 BT

1 rog (c BO3MOMHOCTbK pacuMpeHus A0 5 neT); noAnMCKa Ha OGHOBNEHUSA
(1 rop BKNWYeH); TexHuMyecKaa nopaepwka 8/5 wunu 2u4/7

10-35 °C; BnawxHocTb 5-80%; pasneHue 8U-107 kla



